[Ipunoxenne NeSk nucemy
MuHOOpa3zoBanust PocToBckoii o0macTu
oT Ne

NHOOPMAIIMOHHAA ITAMSATKA
JUI OBYHAIOIIUXCA AJIA PASMEIIEHMA
HA OONIHMAJIbHBIX UHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAaHOBUTHCS OOJbIIEe, a
IIKOJILHUKY OJIHU W3 CaMbIX aKTUBHBIX ToJib3oBarened Pynera. Mexnay Tewm,
MOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
OTa nmamsTKa 10 KHA TOMOYb Tebe 0€30MacHO HAaXOUTHCS B CETH.

KomnroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX MPOTPAMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nomnonHeHnue k 3TOMy, BUPYCHl MOTYT MOBPEAWTH WM MOJHOCTHIO YHUUYTOXHUTH
Bce (haiiyibl ¥ JaHHBIEC, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amyleHa 3apa)X€HHas MporpamMma, a TaKkKe MOBPEIUTh WM JaKe YHUUTOXHUTh
OTICPAIIMOHHYI0 CHUCTEMY CcO BcemH (paiimamu B 1ieioM. B GoNbIIMHCTBE CilydaeB
pPacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozs! 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

. Hcrons3yldi COBpPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEPBhE3HBI YPOBEHD 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. [loctossHHO ycraHaBnuBail mauytu (UU(pPOBBIE 3aIlIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMUBAIOTCS C IEIbIO JOPAOOTKM MPOrpaMMbl) U ApPyTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMbl. CkauumBaii WX TOJBKO C
opunuanpHoro caira paspaborumka OC. Ecim  cymecTByeT  pexuMm
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PaGoraii Ha cBOoeM KOMIIBIOTEpE TIIOJI IpaBaMHu IIOJIb30BATENsA, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCA HAa TBOEM NEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yil  aHTUBUPYCHBIE MPOTPAMMHBIE MPOIYKTHl  HM3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub HU3NIECKUH JOCTYI K KOMITBIOTEPY AJI TOCTOPOHHUX JIHUIL;

6. Vcnonp3yit BHEIIHNE HOCUTENN WHGOpMAINH, TaKue Kak (Quielika, AUCK
win (aiin U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbiBaii KOMIBIOTEpHBIC (Dailsibl, TMOJYYCHHBIE W3 HEHAJCKHBIX
ucTOouHUKOB. Jlaxke Te ailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPaBJIsiyI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuI mepefaun JaHHBIX, HE TEXHOJOTHS, a BCETO JHUIIbL OpEH]I,
Mapka. Eme B 1991 roay Hunepnanjickasi KOMIIAHUSI 3aperucTpupoBajia OpeH.l
«WECA», uro o6o3nagano cinoBocoueranue «WirelessFidelity», xotopbrii
MEPEBOJUTCA KaK «0eCpOBOAHAS TOYHOCTDY.



Jlo Hailero BpeMeHH Jloluia apyras abopeBuatypa, KoTopas sIBISIETCS TaKOH
Ke TexHonoruei. JDto abOpeBuarypa «Wi-Fi». Takoe Ha3Banme OBUIO JaHO C
HAMEKOM Ha CTaHAAapT BbIcmieidl 3BykoBoil TexHuku Hi-Fi, uyto B mepeBoxe
O3HAYAET «BBICOKASI TOUHOCTh.

Ja, OecryiaTHbIM UHTEPHET-AOCTYN B Kade, OTENsIX U a’poropTax sBISETCS
OTJIUYHOW BO3MOXHOCTBIO BbIXOJa B MHTEpHET. HO MHOrME 3KCHEepThl CUMTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeThlI 10 6€30MacHOCTH pabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro TUUHYIO HH(MOPMALIHIO Yepe3 oommenoctymnabie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJIMUTH MAPOJHU JOCTYMA, JOTUHBI U KaKue-
TO HOMEDA;

2. Vcnionb3yil 1 OOHOBIIAN aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKy BUpyca Ha TBOE YCTPOMCTBO;

3. lpu wucnons3oBanun Wi-Fi otkmoun ¢yHkuuioo «OOummi aoctyn K
daiinam u mpuHTepam». JlaHHas (QYHKIMS 3aKpbiTa MO YMOJYAHWUIO, OJIHAKO
HEKOTOpbIE MOJIb30BaTENIN aKTUBUPYIOT €€ IJIs YA00CTBa HUCIOIb30BaHUs B paboTe
i yueoe;

4. He ucnonws3yit nyOonumunsii WI-FI nns mepemaun JMYHBIX JTAHHBIX,
HanpuMep, Uil BBIX0/Ia B COI[MAIbHBIEC CETU WM B DJIEKTPOHHYIO MOYTY;

5. Ucnonp3y# ToJIbKO 3aiuineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOuiapHOM Tenedone otkaoun ¢yHkiuoo "lloakmouenune k Wi-Fi
apromatnuecku'". He momyckail aBTOMaTHYECKOTO MOAKIIOUEHHS YCTPOWCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

CouunanbHbIE CETH

CornuanbHble CETH aKTUBHO BXOJST B HAIy KM3Hb, MHOTHE JIFOAN Pa0OTAIOT
M )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuuiMap;] 4eoBeK,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEU IUIaHeThl. MHOTHE I10JIL30BaTEIN HE
NOHUMAIOT, YTO MHQOpPMAIKs, pa3MEIIeHHAass UMU B COLUAIBHBIX CETAX, MOXKET
ObITh HalJIEeHA W WUCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTEeNbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3eil. Y TeOs B Jpy3biX HE JODKHO OBITh
CIy4alHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuiai CBOIO YACTHYIO JKM3Hb. He ykaswiBail mapoiu, TenedoHsl,
aapeca, JaTy TBOEro pOXJIEHHA M JPYryl JHUYHYIO  HH(POPMALHIO.
370YMBITIUICHHUKH MOTYT UCIOJIB30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl U TBOH
POUTEINHN IUIAHUPYETE MPOBECTU KAHUKYIIBL;

3. Bamumai CBOIO pEIyTalMio - JCP)KH €€ B YUCTOTe M 3aJaBaii cebe
BOIIPOC: XOTEJ ObI ThI, YTOOBI APYTHE MOIB30BATEIN BUIEIH, YTO Thl 3arpyKaciib?
[Tonymaii, mpex/ie 4em 4To-TO ONyOJIMKOBaTh, HAIIUCATh U 3arpy3HUTh;

4. Ecnu Tl TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HACHIb, HE UCIIOJb3YH CBOE
peanbHOE UMSI U APYTYIO JUYHYI0 MH(POPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
yueObl U Mpouee;



5. N36erait pasmemienus: pororpaduit B MaTepHete, re Tol n300pa’keH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OMPEACIUTH TBOE MECTOIMOIO0KEHHUE;

6. [Ipu peructpauuu B COLUMAIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOKHBIE MApPOJH, COCTOSIIUE U3 OYKB U IUP U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

/. 11 couManbHOM CceTH, TMOYThl U JAPYTHUX CaWTOB HEOOXOIUMO
HCIIOJIB30BaTh pa3Hbie Mapoyi. Torjaa eciau Te0st B3JIOMAIOT, TO 3I0YMBIIIIICHHUKHT
MoJIy4yaT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE ICHBI'U

DONEeKTPOHHBIE JIEHBIU - ATO OYE€Hb YAOOHBIA CMOCOO TIaTeX e, OJaHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTSAT MOJTYYUTh 3TU JICHBTU.

DNEeKTPOHHBIE JICHbI'Y MOSBUIUCH COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX IOCY/IapCTBaXx JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
UX pa3leNaioT Ha HECKOJbKO BHJIOB - aHOHMMHBIC W HE aHOHUMHBIE. PazHuma B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelracTcsi MPOBOIUTH omeparuu 6e3
UJCHTU(DHUKAIIUY TIOJTh30BATEINsI, @ B HCAHOHUMHBIX UACHTU(UKALINS TTOTH30BaTEIISI
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke crnemyeT pa3iaudaTh JJIEKTPOHHBIE (UATHBIC JIGHBIU (pPaBHBI
TrOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHbIE JEHBIU (HE pPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI IO 0€30MaCHOI paboTe C AJIEKTPOHHBIMU JCHbIAMH:

1. TlpuBsixku K cueTy MOOWIBHBIM TenedoH. ITO caMmblil yIOOHBIM WU
OBICTPBIA €cTOCOO BOCCTAHOBHUTH JOCTYI K cueTy. [IpuBsizaHHBIN TenedoH
MIOMOYXET, €CM 3a0ylellb CBOM IIATeXKHBIA IMapoJib WM 3aiiielllb Ha CallT C
HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnione3yit omHOopaszoBele maposu. lIlocie mepexoma Ha YCHUICHHYIO
aBTopu3aiuio Tebe yke He OyneT yrpoXaTh OMACHOCTh KPaKW WIM TepexBaTta
IJ1aTEKHOTO MapoJIs;

3. Beibepu cioxubiii mapons. IIpectynmHukam OyAeT HE MPOCTO yraaarth
CJIOKHBIN napoib. HanexxHbie mapoyiv - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB W BKJIIOYAIOT B CeOsl CTPOYHBIE U TPOMUCHBIE OYKBBI, HUDPHI U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK Jl0JUIapa, (pyHTa, BOCKIMUIIATENLHBIN 3HAK U
T.11. Hanpumep, $tROng!;

4. He BBOJM CBOM JTMYHBIE TaHHBIE HA CAalTaX, KOTOPHIM HE JI0BEPSCIIIb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIsIEMbIE €10 YCIYyTH MO
MEPECHIIKE U TOTYUYEHUIO AIEKTPOHHBIX COOOIIECHUH, KOTOPBIE PACTIPECIISIIOTCS B
KOMIbIOTepHOH ceTh. OOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIEeIYIONIMM 00pa3oM: UMS_TOJIB30BATENA(@WHUMSI_JToMeHa. Takxe KpoMme mepeaadn
MPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeAaBath (paiiiibl.

OCHOBHBIE COBETHI IO O€30IMacHOM PaboTe ¢ IIESKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mNpaBWIbHBIM MNOYTOBBIM cepBUC. B uHTEpHETE ecThb
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIII€ TOBEPSThH TEM,
KOO 3HAa€llb U KTO MEPBBIA B PEUTHHTE;



2. He yka3bIBaii B JMYHOU MOYTE JUUHYIO0 HHPopMaruio. Hampumep, mydie
BbIOpATh «My3bIKaIbHBIA _(haHaT@» unu «pok2013» BmecTo «temal3»;

3. Ucnonb3yil ABYX3TamHyK aBTOPHU3ALUI0. DTO KOIJa MOMHUMO Hapojs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMSS;

4. Be1bepu CIIOXKHBIN apodib. /{715 KaXI0ro mMOYTOBOTO SIIHUKA JOJKEH ObITh
CBOU HAJECKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOXKHOCTH HamucaTh CaMOMYy CBOM JIMYHBII BOMpOC,
HCTIOJIB3YH 3TY BO3MOXKHOCTB;

6. Uconp3yil HECKONBKO TMOYTOBBIX SIIUKOB. [lepBbI uisi 4YacTHOM
NEPENUCKHU C apecaTaMu, KOTOPbIM Thl JIOBEpSACIIb. JTO AJIEKTPOHHBIN aJlpec He
HaJI0 MCIIOJIb30BaTh MPH PErucTpaluu Ha (hopyMax U cailtax;

7. He otkpbiBail (ailyibl U Ipyrue BIOKEHUS B MUCHbMaX, JaXKe €CJIM OHH
OPUIUIA OT TBOUX Jpy3ei. Jlyurie yTo4HU y HUX, OTIPABISUIM JIU OHU TeOE ITU
(aiiibr;

8. [locne okoHuyaHusi pabOTHI HA IOYTOBOM CEpPBUCE IMEpei] 3aKPbITUEM
BKJIAJIKU C CATOM He 3a0y/lb HaXKaTh Ha « BRIATHY.

KubepOymmiHr uinu BUPTyaIbHOE U3/1€BATEILCTBO

KubepOymmHar -  mpecienoBaHUe  COOOIICHUSMHU,  COJEpKAIIUMU
OCKOpOJIeHMS, arpeccHio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pbOEe ¢ KHOSPOYITHHTOM

1. He Gpocaiics B 60#. JIydmuii crioco6: mocoBeTOBAaThCS Kak ce0sl BECTH H,
€CJIM HeT TOro, K KOMY MOXHO OOpaTUThCs, TO BHadajle yCINOKOUThCA. Eciu Thi
HaYHEeIlb OTBEYaTh OCKOPOJICHUSIMH Ha OCKOpOJICHMs, TO TOJIbKO €mle OOJbIIe
pa3oiOKeIb KOH(IIUKT;

2. Ympagsit cBoeil kubeppemnyTaimei;

3. AHOHUMHOCTh B ceTh MHHMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTBH, KTO
CTOWT 332 aHOHUMHBIM aKKayHTOM;

4. He cTOMT BECTHM XYJHMTaHCKUM oOpa3 BHpPTyajdbHOW >XU3HU. HTEpHET
dbuKcupyeT Bce TBOM JACHCTBHUS M COXpaHSIET HMX. YJaIUTh MX OyIeT KpailHe
3aTPYyIHUTENBHO;

5. Cobmroail CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enunuunblii  HeratuB. (OJHOPAa30BbIE OCKOPOUTEIbHBIE
cooOmieHus: Jydmie urHopupoBaTh. OOBIMHO arpeccus TMpeKpamaeTcsa Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpamMmmax odMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COIMAIIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKHUPOBKH OTIPABKHA COOOIICHHHA C
ONPENIEIICHHBIX aJPECOB;

8. Ecim Th1 cBUAeTens kubepOyummara. TBOM NEUCTBHS: BHICTYUThH TPOTHUB
Ipeciie1oBaTens, IMOoKa3aTh €My, 4YTO €ro JEHUCTBUS OLIEHMBAIOTCS HETATHBHO,
MOJAJICPKATh KEPTBY, KOTOPOM HYX HA IICHUXOJIOTMYECKas MOMOIIb, COOOIIUTH
B3pPOCIJIBIM O (paKT€ arpeCCUBHOIO IMOBEJICHUS B CETH.

MoOunbHbIN TenehoH

CoBpemeHnHble cMapTHOHBI U TUIAHIIETHI COJIEPKAT B ce0€ BIOJIHE B3POCIIBIi
(yHKIMOHAJI, W TEenepb OHM MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMU



KoMIibtoTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIsl MOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TectupoBaHue U TMOUCK YSI3BUMOCTEM B HHMX MPOUCXOJUT HE Tak
MHTEHCUBHO, Kak s [1K, To jxe camoe kacaercs U MOOMIIbHBIX MPUIIOKEHHUH.

CoBpeMeHHbIE MOOWIIBHBIE  Opay3epbl YK€ MPAKTUYECKH JOTHAJIU
HACTOJIbHBIE aHAJOTH, OJHAKO paclidpeHue (yHKIHMOHAIa BJIEYET 3a COoO0OM
OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpPbIBAIOILINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIIBHOTO TeleoHa:

Huuyero He sBnsgercs no-HactosimeMy OecruiaTHbIM. ByJb ocTOpO’keH, Bellb
Korjaa Tebe mpeanaratoT OecriaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hdymaii, npexae uem otnpaButh SMS, ¢oro unu Bugeo. Thl TOUHO 3HAEIlIb,
r7i€ OHU OYJIyT B KOHEUHOM UTOTE?

Heo0xonumo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI J1J1sI MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxait npuinoxeHusi OT HEU3BECTHOTO MCTOYHHMKA, BEb OHM MOTYT
coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIIeUeHHE;

[Tocnie Toro Kaxk Thl BBIAJEHIL C CalTa, TJI€ BBOJAWI JIMYHYIO MH(OPMAIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[lepuoauyecku npoBepsiii, KaKue IJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMep MOOWJIBHOTO TenedoHa TOJBKO JIIOASIM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEUIb;

Bluetooth momxen ObITH BBIKIIIOYEH, KOT/Aa Thl UM HE Moyb3yemibea. He
3a0bIBail MHOTIA TIPOBEPATH ITO.

Online urpsl

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KpacouyHble, 3aXBaTbIBAIOIIUE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSIY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCIIENYIOT NAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMS,
CP)XalTCSI ¢ MOHCTPAMH M MOJY4YarOT ONBIT. 3a YIOBOJIBCTBUE OHU IUIATAT:
MOKYMAIOT JUCK, OIJIaYMBaIOT a0OHEMEHT WJIM TPUOOPETAIOT KaKUe-TO OIIIUH.

Bce atu cpenctBa uayT Ha NoaAEpKaHUE U PA3BUTUE UTPbL, a TAK)KE HA caMy
0€30MMacHOCTb: COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMH, BBITYCKAIOTCS HOBBIC
natuu (u(poBbIe 3aTUIATKU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoGHBIX Hrpax CTOMT oOmacaTbCsi HE CTOJBKO CBOUX COINEPHHUKOB,
CKOJIBKO Kpa)XM TBOErO IapoJjisi, Ha KOTOPOM OCHOBaHa CHCTEMA AaBTOPHU3ALMU
OOJNBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOET'O UTPOBOTO AKKAYHTA!

1. Ecu apyroi urpok BeneT cels II0X0 WM CO3/JacT TeOe HEIMPHUATHOCTH,
3a0JIOKUpPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamyiics aAMUHHCTPATOpaM WIPHl HA IUIOXOE IOBEACHHUE STOrO
UTPOKa, KEJIATeNIbHO MPUJIOKUThH KaKUe-TO JOKa3aTeIbCTBA B BUJE CKPHUHOB;

3. He yka3bIiBaii TuuHy0 HHPOpMAIMIO B Tpo(aiiie urpsol;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;



5. He ycranaBnuBail Heo(puIaibHbIe TATYU U MOJIbI;

6. Mcnonp3yii CII0KHBIE U pa3HbIE TAPOJIN;

7. Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka TbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIUHT WIKM Kpaka JIMYHBIX JTaHHBIX

OOBIYHOM KpaKkel JIeHEeT U TOKYMEHTOB CETOJIHS YK€ HUKOrO HE YJWBHIIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINLJICHHUKA TEPEMECTHINCH B
HWHTEPHET, U MPOAOJIKAIOT 3aHUMATHCS «THOOUMBIMY JISTIOM.

Tak mosiBMWJIach HOBasl yrpo3a: HMHTEPHET-MOIIEHHUYECTBA WX (DUILUHT,
IJIaBHAs 1€ KOTOPOTO COCTOMT B TMOJYyYeHUH KOH(MUICHIIMATBHBIX JaHHBIX
noJib30Baresiell - JIOruHoB U maposiei. Ha anrnmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas g0, password - mapoJib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKETa
Obla  B3JIOMaHa, TO HEOOXOIMMO  3a0JIOKUpOBAaTb €€ U COOOIIUTh
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e3omacHble BeO-CaliThl, B TOM YHUCIE, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnionb3yil ciokHble U pa3Hble Mapoiu. Takum oOpa3zom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TMOJy4aT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3jOManu, TO HEOOXOJUMO TMPEIyNpeluTh BCEX CBOHUX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€0s B JIPY3bsX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOEI0 UMEHH OYAET pacchuIaThCs CIIaM U CChUIKU Ha (DUIIMHTOBBIE
CaANTHI;

5. YcranoBu HaaexHsbIi napons (PIN) Ha MoOunbHbI Tenedon;

6. OTKII0YM COXpaHEHHE TapoJis B Opaysepe;

7. He otkpbiBail (hailyibl U Ipyrue BIOKEHUS B MUCHMaX, JaXe €CIIM OHH
NPUIILIH OT TBOMX JApy3ei. Jlydille yTo4HH y HUX, OTIPABISUIM JU OHU TeOE dTH
(babI.

[udposas penyranus

[udposas penyrammsi - 3TO HEraTUBHAS WM MO3WTHBHAs WHGOpMAIHs B
cetu o Tebe. Kommpomerupyromas wHpoOpMaius, pa3MelieHHas B HWHTEPHETE,
MOXKET CEPhE3HBIM 00pa30M OTpa3UThCS Ha TBOEH peanbHOU xu3HU. «{udposas
penyTanus» - 3T0 TBOM UMUK, KOTOPbIH dopMupyetcst u3 nHdopmaiuu o tede B
HUHTEpHETE.

TBoe MecTo IKHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE TOJOXKEHUE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorre TOAPOCTKUA JETKOMBICICHHO OTHOCSTCS K MyOJWKAIMH JTWIHOU
nHpopManuu B MHTEepHETE, HE TTOHUMAs BO3MOXKHBIX IMOCHEACTBUN. ThI make HE
CMOXKeEIIb A0TaaThCs 0 TOM, 4To QoTorpadus, pa3MellleHHas 5 JIeT Ha3al, cTaia
MPUYMHON OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux hororpadguit u apyrue AEHCTBUSI MOTYT
HE HCYE3HYTh Jake€ IMOCJE TOro, Kak Thl WX YyJaidullb. Thl HE 3HaElUlb, KTO
COXpaHWUJl 3Ty HUH(PoOpMalMIo, Tomaja JIM OHAa B IOUCKOBBIE CHUCTEMBI H



COXpaHWJIACh JM OHA, a TJABHOE: YTO MOAYMAalT O TeOe OKpYXaIoLlue JIOAHU,
KOTOpbIE HAWAYyT W YBUAAT 3T0. HaliTu MHQOpMannio MHOTO JIET CIyCTS CMOMKET
J000M - Kak U3 100pbIX NOOYKIEHUN, TaK U C HAMEPEHUEM NPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(POBOI permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Ojore
WJIK B COLIMAJILHOM CETH,

2. B mnacrtpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] Ha IPOCMOTP TBOETO
npo(uIId U €ro COAEPKUMOTr0, CAENal €ro TOJIBKO «IUIsl IpYy3ei»;

3. He pa3memaii u He yka3blBail MHHPOpPMAIIHIO, KOTOpask MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOE MpPaBo

CoBpeMeHHBIE UIKOJIBHUKM - aKTHUBHBIE TMOJb30BaTENM LHUPPOBOTO
npoctpancTBa. OJHAaKO JaleKko HE BCE 3HAKOT, 4YTO IMOJb30BAHUE MHOTHMMH
BO3MOXXHOCTAMH  IudpoBoro  Mupa TpeOyeT  COOJIOJeHUuss TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTEIJIEKTyanbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3jIN4HbIM
TBOPEHMSIM YEJIOBEUYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HAa MPOJIYKTHI M YCIYyTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKaJIbHBIMU MPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO IpaBa HA MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BENCHNS HAYKH, JINTEPATypbl U UCKyCCTBA. ABTOPCKHE IpaBa BBICTYIAIOT B
Ka4ecTBE T'apaHTUM TOT0, YTO HHTEJUIEKTYabHbBIN/TBOPUYECKUN TpyJ aBTOpa HE
OyaeT HampacHbIM, JacT €My CIpaBeIJuBble BO3MOKHOCTH 3apaboTaTh Ha
pe3yabpTaTax CBOEro Tpyna, MOIYYUTh H3BECTHOCTh M mNpu3HaHue. Hukro 0Oe3
paspelieHuss aBTOpa HE  MOXET  BOCIPOM3BOJAUTH €0  INPOU3BEICHUE,
pacnpocTpaHsITh, NyOJUYHO JAEMOHCTPUPOBATH, IpoAaBaTh, HMIIOPTUPOBATH,
IyCKaTh B MIPOKAaT, MyOJWYHO HCIOJHAThH, MOKA3bIBATH/UCIONHATh B 3PUpPE WUIH
pa3memiath B MiHTepHETE.

Hcnonp30BaHuEe  «IUPATCKOTO» MPOrPaMMHOTO  OOECIEYEHHS] MOXKET
IIPUBECTM K MHOTMM pHCKaMm: OT IIOTEpU JaHHBIX K TBOMM akKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I'/le¢ YCTaHOBJIEHA HejeraibHas mporpamMma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYILIECTBYIOT JIETaJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpPBIE MOYKHO HalTHU B CETH.

O nopraie

CeteBu4OK.pd - TBOM IJIaBHBIN COBETUUK B CETU. 37€Ch Thl MOXKEIIb Y3HATh
0 0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHH
KPUTUYECKON CHUTyallud OOpAaTUThCS 3a COBETOM. A TakKe NPUHATh Y4acTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IPaKJaHHHOM !



